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net.inet.ip.forwarding=1

O /etc/sysctl.conf O O OO

OOOONATOOODOOODDOOOOOOipfO0OODODOOO fetc/defaultsreconf D OO 000

ipfilter=NO ipfilter_flags="" # uses /etc/ipf.conf

ipnat=NO # uses /etc/ipnat.conf

ipfs=NO ipfs_flags="" # save/load ipnat and ipf states
ipmon=NO ipmon_flags="-Dns" # syslog ipfilter messages

ooboooobooboboooboOoob yYeESODOOO fetcrcconf DO OO0

ipfilter=YES
ipnet=YES

OO000oO0 /feclipfconf D00 COO0OO0OO0ODOOOOOCO0ODOOO0OODOOODOOOOOOODO
perl DOODOOOO0OOOO0ODOOO0OO0O0DO000MperlCO0ODOODOOOOOOODOODO
gbobooooooboom

# perl /usr/share/examples/ipf/mkfilters | grep -v inet6é | tee /etc/ipf.conf
block in log quick from any to any with ipopts

block in log quick proto tcp from any to any with short

pass out on re0 all head 150

block out from 127.0.0.0/8 to any group 150

block out from any to 127.0.0.0/8 group 150

pass in on re0 all head 100

block in from 127.0.0.0/8 to any group 100

pass out on rel all head 250

block out from 127.0.0.0/8 to any group 250


http://www.wakhok.ac.jp/~kanayama/summer/02/site/node96.html
http://www.wakhok.ac.jp/summerschool/
http://web.mit.edu/afs/sipb.mit.edu/service/ipf/src/ip_fil4.1.3/IPF.KANJI
http://www.nwo.net/ipf/ipf-howto.html

block out from any to 127.0.0.0/8 group 250
pass in on rel all head 200
block in from 127.0.0.0/8 to any group 200

NAT O OO0 /etclipnat.conf 0 0O OO

map re0 10.1.2.0/24 -> 0.0.0.0/32 proxy port ftp ftp/tcp
map re0 10.1.2.0/24 -> 0.0.0.0/32 portmap tcp/udp 40000:60000
map re0 10.1.2.0/24 -> 0.0.0.0/32
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O NetBSD Guide Configuring IPFILTER.
0O NetBSD Guide Configuring IPNAT.
O /usr/share/lexampledipf 0 D OO0 00000 OBASIC-NATO nat-setup 0 00O OO0

FreeBSD [ 0 [
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gateway_enable="YES"

O /etc/rccconf 0 OO 0O

OOOONATOOOOOODOOOOOOpfODOOD0OOO0 fetc/defaults/reconf O OO 00O

ipfilter_enable="NO" # Set to YES to enable ipfilter functionality
ipnat_enable="NO" # Set to YES to enable ipnat functionality
ipmon_enable="NO" # Set to YES for ipmon; needs ipfilter or ipnat
ipfs_enable="NO" # Set to YES to enable saving and restoring

OO00O0OO00DOO0O0DOCO00ODOOoObD YESOOOO/eclrcconfOOO0D0O0O

ipfilter_enable="YES"
ipnat_enable="YES"

ooooDd fedipfues0 000000 0O0ODOO0ODOODOO0ODODODOODODODDOODOODO
Operl DO0O0O0D0OOCOOOCOODOOCOOOO0ODOMperrObO0O0O0OOC0OODOOODOODOOO
gobobobobobom

# perl /usr/share/examples/ipfilter/mkfilters | grep -v inet6 > /etc/ipf.rules
NAT O OO0 /etclipnat.rules 0 0 O

map re0 10.1.2.0/24 -> 0.0.0.0/32 proxy port ftp ftp/tcp
map re0 10.1.2.0/24 -> 0.0.0.0/32 portmap tcp/udp 40000:60000
map re0 10.1.2.0/24 -> 0.0.0.0/32

gbobobobobobobobobobo


http://www.netbsd.org/docs/network/nsps/config_ipnat.html
http://www.netbsd.org/docs/network/nsps/config_ipf.html
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O FreeBSD Handbook The IPFILTER (1PF) Firewall.
O /usr/share/lexampledipfilter OO0 O OO OO O OO BASIC-NATO nat-setup 0 OO0 OO0

OpenBSD 0 0 0
ipf 000000000

DragonFly BSD 00 O I
000000000


http://www.freebsd.org/doc/handbook/firewalls-ipf.html
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